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UNDERSTANDING

EMAIL FRAUD
A GLOBAL SURVEY

Business email compromise (BEC), is one of today’s
greatest cyber threats to an organization. These
highly targeted attacks are being sent in low volumes
and are exploiting people rather than technologies to
steal money and valuable business information.

Proofpoint research amongst 2,250 IT decision
makers across the U.S., the U.K., Germany,
France and Australia, shows that:

EMAIL FRAUD IS SOARING

More email fraud attacks are being
launched against organizations and
more frequently:
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In the last 2 years, we found that
75% of organizations were targeted
at least once by email fraud.
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More than 2 in 5 (41%) said
that their business has been
targeted multiple times.

- a»
- ----
---- -
b S )

And 77% are worried that their
company will be targeted by email
fraud in the coming 12 months.

-
-~ —’
‘ﬁ- “’
T e emomoamwmemaes oo o=

CYBERCRIMINALS REAGH DEEPER
INTO ORGANIZATIONS

According to our survey,
the departments deemed
most at risk from email
fraud are:
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Today, ANYONE within the business is a target, with over
10 identities being spoofed per organization in Q4 2017.

EMAIL FRAUD HAS A BIG IMPACT ON ITS VICTIMS...

of respondents said the threat is consider email fraud
a concern for board members one of the top security
and executive teams. risks to their business.
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HOW ORGANIZATIONS ARE RESPONDING

0 have implemented a user-awareness
0 program on phishing
0 have implemented email
0 authentication
0 have created third party policies
u to protect their supply chain
‘ 2 3 0/0 have purchased cyber insurance

ARE YOU EQUIPPED TO STOP EMAIL FRAUD?

Download our full report on
“Understanding Email Fraud” here:
https://www.proofpoint.com/us/resources/white-
papers/understanding-email-fraud-global-survey

For more information about email fraud
and how you can protect yourself,
visit: www.proofpoint.com/emailfraud

0218-016


https://www.proofpoint.com/us/resources/white-papers/understanding-email-fraud-global-survey
https://www.proofpoint.com/us/resources/white-papers/understanding-email-fraud-global-survey
https://www.proofpoint.com/us/resources/white-papers/understanding-email-fraud-global-survey
http://www.proofpoint.com/emailfraud

