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Nearly 50% of clicks 
occur within an hour

 

25% of clicks occur 
in just ten minutes   

 

Malicious emails exploit people, not code.    

Here are the top techniques cyber criminals 
used in 2016 to trick users into engaging with 
malicious emails and social media posts. 

Fraudulent mobile apps 
trick users. 

Malicious apps feature stolen branding 
and misleading names to convince 

users to download malware.  

business email compromise (BEC) 
attacks are rising. 

BEC message volume rose from 1% 
in 2015 to 42% by the end of 2016. 

Social media account 
phishing trends up. 

Social media account phishing 
increased 150% in 2016.  

Malware categories vary 
distribution by day.  

Ransomware campaigns 
favor Tuesday through Thursday.

Time is money. 
87% of clicks on malicious URLs 

occur within first 24 hours of delivery 

Attacks peak mid-day. 
Clicks peak 4-5 hours after the start of the 
business day: that is, right around lunchtime.

More mobile phones 
meanS more risk. 

42% of clicks on malicious URLs 
were made from mobile devices, 

double last year's rate of 20%.  
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